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EXCLUSIVE INTERVIEW

With Japan’'s Anti-terrorism
System Far from Complete,
Increased Security Awareness
Is Critical

Mr. Tetsuo Igawa

Director, General Manager, Business Division
International Maritime Onboard Safety and Security Co. Ltd. (IMOS)

Ocean shipping companies implement counterterrorism measures in accordance with treaties and
internalrules, and some anti-piracy measures are taken in international cooperation. However, ter-
rorism, which has political and ideological backgrounds, occurs around the world, and new types of
terrorism using new technologies are appearing.

How much of today’s counterterrorism activity is really effective? What types of terrorist attacks can
we anticipate in the future? And what kind of measures are necessary to address future terrorism?
IMOS is a counterterrorism consulting company, which was established to help ocean shipping com-
panies take effective counterterrorism measures based on the ISPS Code enacted after the 9/11 at-
tacks onthe U.S.in 2001. For this issue, the Mariners’ Digest interviewed IMOS Director Tetsuo Igawa
to discuss the aims of U.S.-led counterterrorism, the effectiveness of current measures, and future
tasks facing Japan and its ocean shipping companies.
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— Was IMOS established in the wake of the 9/11
terrorist attacks in 2001?

Yes. Those were the first direct attacks on the U.S.
mainland, so President George W. Bush launched the
“War on Terrorism,” a battle not between countries,
but with terrorists who have no nation. At the time,
the U.S. took the lead and swiftly enacted legislation
aimed at fighting terrorism on various fronts around
the world, based on the idea that it was the sole re-
maining superpower after the end of the Cold War.

Speaking of maritime affairs, the revised SOLAS
Treaty (ISPS Code) was adopted on December 13,
2002, and took effect on July 1,2004. The treaty was
established and implemented with unprecedented
speed—two years and 10 months after the 9/11 ter-
rorist attacks, because the U.S. took the leadership in
deliberation of the treaty.

— Do you see any problem in moving ahead with
the establishment of a treaty spearheaded by the
u.s.?

Certainly, it seems that the U.S. strongly warned
about terrorism after the 9/11 attacks and took a
forceful approach to counterterrorism. But their
stance is persuasive. The World Bank estimates that
$40 billion to $50 billion has been paid to terrorists
as ransom. Pirates buy weapons with that money and
use them, and they are beyond police jurisdiction, and
in some cases, military forces need to be dispatched.

In Japan, 99.3% (on a volume basis) of commodities
in trade transactions are carried by ships. The U.S. is
the same. The U.S. might think it cannot protect its
economy just by conventionally cracking down on
and inspecting ships and ports. Of course, counterter-
rorism affects not only the economy but also society,
politics, security, and so on.

Counterterrorism, that is, measures to cope with
terrorist activities, includes the police on land and
the coast guard at sea. In addtion to relying on those
institutions, the U.S. advocated the development of an
anti-terrorism system capable of predicting terrorist
attacks and protecting the nation and its interests.

Anti-terrorism means voluntary security measures

OPIXTA the ruins of World Trade Center

to eliminate weaknesses that terrorists could take

advantage of.

— Please tell us about your company’s activities.

Specific activities include maritime security-related
consulting, proposals for training, drills, exercises
required by the treaty and laws, support for devel-
opment of security plans for ships and ports, and
training of security staff on ships and at ports. The
highest demand is for training of Company Security
Officers (CSOs). On the ships side, the main target for
our services is Japanese ships. We have a track record
of supporting training ships and other official ships of
national agencies that sail on international routes, as

well as merchant ships.

— What career backgrounds do your staff (such
as instructors) come from? Where did they ac-
quire expert knowledge on counterterrorism?

We are a private company established by staff from
the Japan Coast Guard. We also gain information by
contacting the local branches of the U.S. Coast Guard.

Currently, only a government institution, the Japan
Agency of Maritime Education and Training for
Seafarers, and IMOS, which is a private company,
offers training of security staff. Companies like ours
are categorized as private security companies in the
English-speaking world. Such companies in the U.K.
and other countries are operated by ex-military per-
sonnel. Why do private companies take responsibility
for the training? Because of their status, government
agencies cannot expose their nations’ weaknesses
against foreign terrorism even if they have surveyed a
target and spotted vulnerabilities.
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IMO Model Course Manual of Seafarers Training

— Has counterterrorism based on the ISPS Code
been established, and has it achieved results?
Ships have to undergo inspections by their flag na-
tions — periodic inspections every five years and in-
terim inspections about two and a half years after that,
and are subject to Port State Control (PSC) at calling
ports. Now they are subject to inspections based on
the ISPS Code. Fifteen years have passed since the ISPS
Code took effect, but we don’t think the system has
been thoroughly established in Japan. ISPS-based ship

inspections in the U.S. is said to be very strict.

Lack in terror-related experience in Japa-
nese supervisors

— Why do you think Japanese counterterrorism
efforts are insufficient?

We cannot deny that Japanese people tend to be
complacent about peace. On the other hand, some
of the problems can be traced back to the nature of
organizational structures in government agencies re-
sponsible for maritime affairs. Looking at differences
between Japan and the U.S., the U.S. Coast Guard,
under the supervision of Department of Homeland
Security, takes responsibility for PSC, supervising the
development of the anti-terrorism system for ships
and ports based on the ISPS, and at the same time
implements counterterrorism efforts. But in Japan,
the Port and Harbor Authority and Maritime Bureau
(also responsible for PSC) in the Ministry of Land,
Infrastructure, Transport and Tourism, share respon-
sibility for supervising the development of the anti-
terrorism system, and the Japan Coast Guard takes
measures against terrorism when it actually occurs.

The International Maritime Organization (IMO)
prescribes requirements for instructors who train

security staff as follows: The instructor in charge of
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the course Wshould have adequate experience in mar-
itime security matters and @should have knowledge
of the requirements of Chapter XI-2 of SOLAS 74 as
amended, as well as knowledge of the ISPS Code.

Item @ requires knowledge of the ISPS Code, and
item (O experience regarding terrorism. In Japan,
Japan Coast Guard personnel who have terrorism-
related experience support the Maritime Bureau
(Japan Agency of Maritime Education and Training
for Seafarers) and port authorities that do not have
front-line experience.

In addition, communication among administrative
departments is difficult due to a vertically segmented
structure, so I feel that little on-site experience is re-
flected in Japan’s counterterrorism efforts.

In the U.S. inspections, the approach is to suspect
even the inspectors. In Japan, there is no recognition

that counterterrorism requires that kind of stance.

— Can you say that counterterrorism-related
technologies, for example, AIS, are working
effectively?

AIS was originally developed as navigational safety
technology, butitcanalso be used to prevent terrorism.
In Japan, ocean-going vessels of 500 GT or larger must
be equipped with AIS. However, ship operators vol-
untarily input the shipowner, ship name, route, speed,
and cargo to be loaded, so that data can be deleted or
falsified. This works both ways, so terrorists can abuse
the system and take advantage of it. For example, if
terrorists hijack a ships and are operating it, AIS could
be manipulated to make the shipping company look
like the perpetrator when in fact it is the victim of
the crime. Another aspect of technology is the devel-

opment of the ship security alert system (SSAS).

The problem is personnel who use tech-
nology

— What problem you can see from counterter-
rorism for ships and ports?

The treaty requires vessels to be equipped with
AIS and SSAS. Furthermore, metal detectors, alarm
systems, and motion detectors are installed on a vol-
untary basis. The problem is with the personnel who

Security assessment on board

use this equipment. In some cases, equipment does not
work when needed, because someone forgot to turn
it on. Conscientious and skilled CSOs, who use and
manage the equipment, are not enough.

There seems to be a gap in counterterrorism efforts
between ships sailing in strict PSC sea areas or areas
with a high risk of piracy, such as the Malacca and
Singapore Straits and the Gulf of Aden, and other ships.
Some of our clients request training and instruction
on preparing for port calls in areas where PSC is strict.
We serve as an adaptor, adjusting the current security
level in accordance with the level requested by each
client, or we hope to play that role.

— How do you rate the security
system of ports and harbors in
Japan?

In ports and harbors, it seems that
security staff have different levels of
awareness. In general, when com-
paring public and private berths, the
security consciousness seems to be

higher at private ones.

Seafarers on board have
high consciousness

— There are strict security
checks at private berths.

This is because a security-related
incident at a private berth becomes
a matter of life or death for the

think the public berths
will become stricter due
to the influence of berths
where PSCis strict.

Speaking of ships, I
think seafarers aboard
ships on international
routes have a high con-
sciousness of security.
Active captains, who are
qualified as Ship Security
Officers (SSOs), took the
training program because they did not understand
dangerous aspects of ships from on-site. So they came
us to earn CSO qualification and have an influential
voice.

For example, the CITADEL-structure vessel is safe
from the standpoint of the seafarers. At first, when we
proposed this structure, shipping companies frowned
on it due to budget issues. I think shipping companies
may not be able to accept the requests of mariners
due to constraints on the business side. Since then, the
structure has gradually been adopted, and now there
are about 100 CITADEL-structure ships in Japan’s
merchant fleet.

Global seafarer education institutions such as

company that manages the berth. I CITADEL on a Ship, provided by Imabari Shipbui[ding Co. Ltd
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Lecture on security

WMU point out that ships and ports still do not have
sufficient counterterrorism capabilities. Security is an
issue of life and death for companies. I hope presidents
and other top corporate executives will become CSOs

to increase security consciousness among employees.

—Whatworldwidetrendsdoyouseeinterrorism?

Pirates off Somalia use weapons the way military
forces do. But because they do not belong to a nation,
the UN Security Council resolved to use forces of the
ratified nations to secure waters in the Gulf of Aden
and off Somalia. As a result, pirates off Somalia were
almost eliminated. On the other hand, pirate activity
appeared in the Indian Ocean off Kenya and Tanzania.
Inrecentyears, pirates have beenactive even in the Sulu
Sea off the Philippines, and some shipping companies
have changed routes. There was a media report that
I S— suspected in the devastating terror attacks that
occurred in Sri Lanka in April — would get involved
in piracy in the Philippines. If anti-piracy measures
are stepped up in one area, pirates will move to other
areas. And even if pirate activity subsides, they can
appear again, so we cannot let up. It is like a virus
moving to a weak part of the body if antibiotics reduce
an inflammation in another part.

International terrorist organizations are sophis-
ticated criminal groups. Leaders of IS and Al Qaida
have received higher education. Terrorists appeal to
young people around the world through the internet,
and they promote their own sense of justice, brainwash
and train them as terrorists, and use them to further
the goals of the terrorist group without getting their
own hands dirty. Somalian pirates were brainwashed
in that way. Their range of recruiting activities is wide-
spread via IT, so in fact it may be difficult to eliminate
them.
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— What are your thoughts on cyber terrorism, or
abuse of IT systems aboard ships?

Like viruses that infect PCs, a new type of online
virus will appear after antivirus software is installed.
This happens repeatedly. But all we can do is deal with
each virus every time it appears.

Ships, which can always connect to the internet,
are in danger of viruses that spread online. However,
the data capacity of wireless internet is limited, so al-
though terrorists could use a virus to disable a ship,
they could not make it operate against the seafarers’
intentions, or operate it by remote control like a drone.
But they could stop a vessel and leave it vulnerable to

attack by armed hijackers.

— Will we see stronger warnings about mar-
itime-related terrorism as we approach the 2020
Tokyo Olympics?

The Olympic Games draw worldwide attention.
The risk of terrorists disrupting the games is increasing
and the government will issue stronger warnings.

In Japan, security level 1, which was set 15 years
ago when the security level system was launched, is
unchanged. IS, which captured and killed a Japanese
national in 2015, warned that Japan may become a
target of terrorism. However, the security level re-
mains unchanged even after that.

But in Japan, vulnerabilities have been reinforced
little by little. Recently, for example, the number of
trash bins on the street has decreased. Japan Railways
added security guards since an accidental fire occurred
on a Shinkansen bullet train. Terrorist organizations
instruct brainwashed young people to use the sur-
roundings available around the site, but not how to
use weapons to carry out terrorist attacks. They can
target the lives of people with small ball bearings, pes-
ticides, and so on, depending on the way they are used.
What kind of an environment can become a weapon?
We need to fend off such terrorism by looking at
things from the terrorists’ viewpoint and imagining

the tactics they might use.

Lecture on terrorist attack using toy guns

— How do you expect the world to change as a
result of terrorism and counterterrorism?

I think the U.S., which proposed the ISPS Code, is
looking to upgrade the anti-terrorism level of inter-
national ships to the same level as airliners, and ports
to the same level as airports. It will take a decade to
develop the hardware and the software to achieve that.

The U.S. has passed laws requiring ships of 100 tons
and larger to establish an anti-terrorism system. In ad-
dition, the international conference jointly organized
by IMO and Panama was held in Panama last year,
and they determined that qualifications of seafarers
would be measured and categorized. Furthermore, the
U.S. reported that it rates ships from the viewpoint of
safety, and does not permit the ships on its blacklist to
call at U.S. ports. The time when ships, seafarers and
companies are assessed from the viewpoint of safety

has arrived.

— What is your company’s activity policy, and
what are your goals?

Concerned people will gradually share information
with us by publicly disclosing information such as
overseas conditions. But many people still cannot
move from the stage of asking for help in case of
emergency to the stage of developing a counterter-
rorism system on their own. I will strive to encourage

them to change.

— What message do you have for our readers?
As is the case for Complying with ISM Code, you
will become busier with increased assignments on
site when new rules are introduced. However, the
ISM Code and ISPS Code are rules for the safety of
vessels, and a matter of life or death. The metaphor
for safety measures and security measures is “going up
the down escalator.” Once the escalator stops, we have
no choice but to go down. It is important to report
and propose measures, if you spot things that might
make you vulnerable to terrorism, or think of counter-
terrorism practices, even if you think your proposed
measures will be a burden on the company. This will
consequently lead to the survival of the company, and

to the happiness of your families.
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